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“It's just for offensive tasks, we 
don't care about defense here”

“It's not exposed anyway, that’s fineeeee”

“It can’t be that bad, I ran it only once”

THAT friend.





What would you do if you're pwned 
during a security engagement?



Hey captain, what’s the plan?
Thanks for asking!

1. What pentesters “do”
2. Why we’re d00med
3. PoCs for pwning offensive tools
4. How to protect yourself
5. Conclusion



1. What pentesters “do”



● What we do

○ Break stuff

○ Use MANY tools

● What we protect

○ Own exploits & tools

○ Customer data

○ Personal data



Constraints & Risks

1 ● Heavy time restriction
● Usability (& Laziness)

2 ● Fake || Backdoored Tools

3 ● Supply chain attacks
● P0wned developers

4 ● Legitimate needs: 
Privileges & Performance



2. Why we’re d00med





3. PoCs on offensive tools



Example 1 | BloodHound

1 ● ElectronJS

2 ● Protections? Naaah

3 ● XSS? Yes please

4 ● RCE? Sure! :)



Example 1 - BloodHound
https://github.com/BloodHoundAD/BloodHound/issues/338 

https://www.google.com/url?q=https://github.com/BloodHoundAD/BloodHound/issues/338&sa=D&source=editors&ust=1630142287607000&usg=AOvVaw0caS8b9dtavjtt_9iR8eGg


Example 1 - BloodHound
https://github.com/BloodHoundAD/BloodHound/issues/338 

Jun 21, 2020
.
.
.
August 28 2021

https://www.google.com/url?q=https://github.com/BloodHoundAD/BloodHound/issues/338&sa=D&source=editors&ust=1630142287614000&usg=AOvVaw28orl-8zcLvwQgcX4x2KxW




Example 2 | SimpleHttpServer (ProjDisc)

1 ● python3 http.server clone
● Golang / *NIX focused

2 ● Dangerous features?
○ Yeee, upload!

3
● Good code?

○ *NIX yes
○ Windows nope

4 ● RCE? In 2 steps :)



Example 2 | SimpleHttpServer (ProjDisc)
https://github.com/projectdiscovery/simplehttpserver/issues/34  

https://www.google.com/url?q=https://github.com/projectdiscovery/simplehttpserver/issues/34&sa=D&source=editors&ust=1630142287644000&usg=AOvVaw1hkcV35Q1z6B_BhA-kBS_i




Example 2 | SimpleHttpServer (ProjDisc)
https://github.com/projectdiscovery/simplehttpserver/issues/34   Apr 18, 2021

.
July 29 2021

https://www.google.com/url?q=https://github.com/projectdiscovery/simplehttpserver/issues/34&sa=D&source=editors&ust=1630142287658000&usg=AOvVaw3dPi85yJHEvARIFh8F4d9k


Example 3 | Ghidra

1 ● Awesome tool, brand “new”
● Powerful & Open Source

2 ● Is it a software?
○ Yes

3 ● Is it vulnerable?
○ Yes

4
● RCE?

○ Exposed JDWP 
debug port 18001

○ XML parsing bugs



Example 3 | Ghidra
https://thewhiteh4t.github.io/2019/03/16/Ghidra-v9.0-Remote-Code-Execution-PoC-Windows-10-1809.html 
https://github.com/NationalSecurityAgency/ghidra/issues/6 
https://github.com/NationalSecurityAgency/ghidra/issues/1090 

https://www.google.com/url?q=https://thewhiteh4t.github.io/2019/03/16/Ghidra-v9.0-Remote-Code-Execution-PoC-Windows-10-1809.html&sa=D&source=editors&ust=1630142287743000&usg=AOvVaw20T7LDymJRZecEVsUusKIk
https://www.google.com/url?q=https://github.com/NationalSecurityAgency/ghidra/issues/6&sa=D&source=editors&ust=1630142287743000&usg=AOvVaw2-eVYeCkH7O7v-okmnrVMm
https://www.google.com/url?q=https://github.com/NationalSecurityAgency/ghidra/issues/1090&sa=D&source=editors&ust=1630142287743000&usg=AOvVaw1c0V59f8o1M_UAp8GSMnWR


Example 3 | Ghidra
https://thewhiteh4t.github.io/2019/03/16/Ghidra-v9.0-Remote-Code-Execution-PoC-Windows-10-1809.html 
https://github.com/NationalSecurityAgency/ghidra/issues/6 
https://github.com/NationalSecurityAgency/ghidra/issues/1090 

https://www.google.com/url?q=https://thewhiteh4t.github.io/2019/03/16/Ghidra-v9.0-Remote-Code-Execution-PoC-Windows-10-1809.html&sa=D&source=editors&ust=1630142287753000&usg=AOvVaw0HfhFpTDwibRXscq9N7Sb8
https://www.google.com/url?q=https://github.com/NationalSecurityAgency/ghidra/issues/6&sa=D&source=editors&ust=1630142287753000&usg=AOvVaw1x_N96ReC34m6PAkxBcSeD
https://www.google.com/url?q=https://github.com/NationalSecurityAgency/ghidra/issues/1090&sa=D&source=editors&ust=1630142287753000&usg=AOvVaw25t0zw7EydH4IZvZ7yN_m0


Example 4 | Cellebrite

1 ● What are Cellebrite products

2

● A good target?
○ Dependencies
○ Many parsers
○ Huge codebase
○ “Not exposed anyway”

3 ● Signal’s answer
https://signal.org/blog/cellebrite-vulnerabilities/ 

4 ● Please, use signal :)

https://www.google.com/url?q=https://signal.org/blog/cellebrite-vulnerabilities/&sa=D&source=editors&ust=1630142287766000&usg=AOvVaw1r8y0LLL9x9O8pXa-RrZmW




Example 5 | ZephrFish

1 ● Audit: Pulse Secure VPN

2 ● Many CVE-2021-*

3 ● git clone; ./exploit.sh

4



Example 5 | ZephrFish



Example 5 | ZephrFish



sudo exploits

dependency 
confusion

git client rce
apt & snap weak 
packages default

configuration

curl foo.bar | bash

* Graphic designer needed, asap, help



4. How to protect yourself



0 - Patch the world



1 - Protect your data

● Encrypted laptop disk

● PlainText (current mission only)

● VeraCrypt (few month to a year)
○ Mount: veracrypt --text missions.hc /mnt/vera
○ Umount: veracrypt -d

● Encrypted drive, offline (backup)

● Delete * after X years



2 - Lower your exposure

● Monitor open ports (prefer loopback only)
○ sudo lsof -i | grep -iF listen
○ sudo ss -latepun | grep -iF listen

● Monitor connections (and react)



3 - Lower the impact
● Prefer capabilities over sudo

○ sudo setcap cap_net_bind_service=+ep /usr/bin/python

● Jail your tools
○ “Legitimate” IDA

■ → VM with NO network
○ Too much code || binary format

■ → docker || lxc || jail
○ Performance needed

■ → dedicated restricted user



4 - Read the code

1. Read the code
a. Read the code?

i. Read the code :)

@cfreal_



5 - Global Solution

Minimal host
● 1 Personal VM
● 1 Audit VM
● Snapshots.restore()

Save your snapshots 
(encrypted) for log 
retention

Fully setup Host
● For every mission, 

dd it from scratch
● Provisioning scripts 

(bash, ansible, ...)

Save your shell history 
with your (encrypted) 
mission’s data



5. Conclusion



So, what should I remember?

● There is no perfect solution

● This talk is not an exhaustive guide on how to “not be hacked”

● Just a friendly pentester raising concerns :)



What about “Blue team goes brrrRRR”



Connect the dots

Protect your With attacks on

● AD

● Website

● Server

● MobileApp

● BloodHound
● PingCastle
● Wappalyzer
● Nuclei
● Nmap
● Celebrite
● Frida



Questions   &   Kudos

● BarbHack’s Staff

● Developers of the World, creating cool bugs tools

● “THAT” friend 😌👌

@TheLaluka


